
 8
A CHALLENGE SPACE

The player on your right gives you 
a challenge related to internet safety.

 7
ABC

It is important for Emma to eat healthily. 
She recently came across a short fi lm 
entitled Everything you think you know 
about diets is a lie. The video made by Paul 
presents an ideal diet intended to solve all 
health problems. Below the video is a link 
directing users to purchase a box diet. 
What should Emma do?

(a) Buy the diet while it is still available. 
(b) Check its author, their credentials, 

what other users write about them, 
and analyze the video, bearing in mind 
that every body has di� erent nutritional 
needs. 

(c) Recommend the video to friends. 

 6
ABC

James received an e-mail informing him 
that he had won a prize in a lottery but 
he doesn’t remember participating in it. 
The email includes an inquiry about 
payment card details and account number 
for the purpose of a cash prize transfer. 
What should James do? 

(a) Provide data as requested. 
(b) Provide only the account number. 
(c) Forward the email to a trusted institution 

to investigate the matter, e.g. by 
reporting the incident to the dedicated 
Computer Security Incident Response 
Team (CSIRT) in his country. 

 5
A CHALLENGE SPACE

The player on your right gives you 
a challenge related to internet safety.

 4
AN OPEN QUESTION

What is the di� erence between constructive 
criticism and cyberbullying?

 3
TRUE OR FALSE

Sharing geolocation data, access to photos 
and your contacts with apps can be risky. 

 2
ABC

Anne received a friend request on a social 
media portal from an unknown user; 
however, they have several mutual friends. 
Bearing security in mind, Anne wants to 
accept the invitation. What should she do? 

(a) Accept the invitation without hesitation. 
(b) Accept the invitation and immediately 

share links to her other social media 
accounts. 

(c) Accept the invitation, however, 
she should be careful and limit the 
information shared with that person.

 1
AN ORDINARY SPACE

Wait one turn.



 16
ABC

Taylor has been browsing her social media 
and discovered a post announcing that 
a new theme park was opened in her city 
with a roller coaster making 50 loops. This 
post includes an eye-catching photo of 
people taking the ride. To Taylor, this seems 
unlikely, as she has never heard of such an 
attraction. What would be Taylor’s 
best response? 
(a) Planning a visit to the theme park 

with friends. 
(b) Ignoring the post and continuing 

browsing social media. 
(c) Verifying information about the theme 

park and looking for reliable sources of 
information so that she can warn others 
if the post turns out to be false. 

 15
A CHALLENGE SPACE

The player on your right gives you 
a challenge related to internet safety.

 14
AN OPEN QUESTION

What are the features of a secure 
password? Name at least three.

 13
TRUE OR FALSE

True or false: Phishing is a form of 
cyberattack that involves an attempt, 
by cybercriminals, for example those 
impersonating trustworthy entities, 
at stealing personal information. 

 12
ABC

Zoe wants to use an image she found online 
for a school project. There is no copyright 
notice attached to it. What is the best 
course of action in this situation? 

(a) Using an image without the author’s 
permission and without citing the 
source. 

(b) Citing the source of the image and, 
if necessary, asking for permission to 
use it. 

(c) Refraining from using the image so as 
not to risk copyright infringement for 
security purposes.

 11
AN ORDINARY SPACE

Return to space #2. 

 10
ABC

A stranger has written to Emily o� ering her 
a substantial sum of money in exchange for 
sharing intimate photos of her. What should 
Emily do? 

(a) Ignore the message.
(b) Ask legal guardians for help; then block 

the user and report the matter to the 
police. 

(c) Consider accepting the o� er.

 9
ABC

Davis has read an article online about 
a study that proves that eating a certain 
fruit can make his body’s immune system 
improve signifi cantly. The article includes 
quotes from „Dr. Adam,” who allegedly 
conducted the study. The idea of being 
super-healthy appeals to Davis. What 
should he do?

(a) treat the article as credible because 
it contains quotes from a doctor. 

(b) Immediately include the recommended 
fruit in his meals to become super-
healthy. 

(c) Seek more information and see if other 
sources confi rm the results of the study, 
and also assess the credibility of 
„Dr. Adam.” 



 24
AN OPEN QUESTION

How does phone use before bedtime 
a� ect the body? List at least three possible 
consequences.

 23
TRUE OR FALSE

The Internet is a place that provides 
complete anonymity. 

 22
ABC

Micheal has downloaded a free chess app 
to his phone. After installation, the app 
requested access to contacts, location, 
and photos. What should Michael do?

(a) Grant the application all permissions 
without any concerns. 

(b) Grant the application access to contacts 
only.

(c) Consider whether the application is 
secure since it requires access to so 
much data. Check reviews of the app 
and consider uninstalling it. 

 21
AN ORDINARY SPACE

Wait one turn.

 20
ABC

Elsa has read an article about a new 
invention that generates electricity from 
water. An article on X’s website portrays 
the invention as a breakthrough technology. 
It includes quotes from a scientist. Later, 
Elsa found an article on Y’s website calling 
the invention a hoax and presenting 
evidence denying its authenticity. What 
should Elsa do to assess the authenticity 
of the invention? 

(a) Trust the article on X website because 
it quotes the scientist. 

(b) Trust the article on Y website because 
it presents evidence that refutes the 
invention’s authenticity. 

(c) Read both articles, compare the 
presented content, and look for more 
information about the invention in other 
reliable sources.

 19
ABC

Sarah’s colleague has been constantly 
posting ridiculing photos of her on the 
Internet without her permission. What 
should Sarah do in this situation? 

(a) Confront the colleague on social media. 
(b) Keep evidence in the form of 

screenshots, report the incident to 
a platform administrator, and ask 
a trusted adult for help. 

(c) Ignore the situation and hope it passes. 

 18
A CHALLENGE SPACE

The player on your right gives you 
a challenge related to internet safety.

 17
ABC

Lily has come across an article on a website 
whose headline sounds shocking. It says 
that a huge asteroid is coming dangerously 
close to Earth. What should Lily do? 

(a) share the article on social media. 
(b) Verify the information using reliable 

sources. 
(c) Consult a person who deals with 

phenomena of this type.



 32
ABC

Charlie wants to buy a certain product 
online. He found a site o� ering the same 
product at an incredibly low price. What 
should Charlie do? 

(a) Before making a decision, he should 
check reviews of the site on reliable 
rating sites. 

(b) Share the site with friends to see if 
they’ve had any experience with it. 

(c) Both answers are correct. 

 31
AN ORDINARY SPACE

Move to space #35 and reverse the order 
of throwing the dice.

 30
ABC

A stranger has asked Olivia on a gaming 
platform to provide her home address. 
What should Olivia do? 

(a) Provide her home address to make 
a new acquaintance. 

(b) Report the user to the administrator 
of the gaming platform. 

(c) Ignore the message and return to the 
game.

 29
ABC

Max wants to share a photo on his 
social media that was taken at his home. 
What should he pay attention to before 
publication?

(a) Check the photo’s metadata and delete it.
(b) Make sure that what you see in the 

photo doesn’t accidentally give away 
the location of his house. 

(c) Both answers are correct. 

 28
A CHALLENGE SPACE

The player on your right gives you 
a challenge related to internet safety.

 27
ABC

Elijah is interested in extraterrestrial life. 
One day he came across a video titled Top 
10 cases of UFO appearances. The video 
shows allegedly authentic UFO sightings 
from all around the world. However, Elijah 
has noticed that the video was uploaded by 
an anonymous user whose data cannot be 
verifi ed. What should Elijah do? 

(a) Share the video with friends and family. 
(b) Disregard the video and treat it as a 

fabricated one that lacks evidence. 
(c) Question the credibility of the video, 

investigate UFO sightings, and look for 
other reliable sources.

 26
ABC

Julie has received a text message from her 
bank informing her that her account had 
been hacked. The message contains a link 
to verify her details. What should Julie do? 

(a) Click on the link and provide the 
required information. 

(b) Ask her legal guardian to call her bank’s 
customer service department to verify 
the reliability of the message. 

(c) Ignore the e-mail as it is most likely 
a mistake.

 25
A CHALLENGE SPACE

The player on your right gives you 
a challenge related to internet safety.



 40
ABC

Andrew decided to create a video about 
the benefi ts of recycling and to make it 
available online. His video presents reliable 
information and is meant to inspire other 
young people to start recycling. However, 
it is not as popular as Andrew had hoped 
for. What can he do? 

(a) refrain from presenting the topic of 
recycling since it’s not important enough 
for other people.

(b) Find more information about content 
positioning on the Internet and apply 
knowledge about algorithms to promote 
the content.

(c) Copy videos made by other creators to 
attract more viewers.

 39
ABC

Natalie wants to comment on a social media 
post written in o� ensive language and 
insulting immigrants. What should 
Natalie do? 

(a) Comment on the post, using equally 
o� ensive language to express her 
protest. 

(b) Report the post to the administrator 
of the social platform. 

(c) Ignore the post and continue browsing.

 38
A CHALLENGE SPACE

The player on your right gives you 
a challenge related to internet safety.

 37
ABC

Agatha loves to make videos and wants 
to create a short material about her favorite 
book. She decides to use images and music 
available online. What should Agatha do 
to make sure that the content used in her 
material is used ethically? 

(a) Use images and music but include 
a list of websites from which she 
downloaded them in the credits and in 
the description of the video. 

(b) Use only images and music under 
a Creative Commons license or with the 
permission of their creators. 

(c) Both answers are correct. 

 36
ABC

Margot has received a message from her 
friend with a link to a funny video. 
What should Margot do? 

(a) Click on the link and watch the video. 
(b) Before clicking, ask her friend through 

another communicator if the link is safe. 
(c) Ignore the message and return to 

the game. 

 35
A CHALLENGE SPACE

The player on your right gives you 
a challenge related to internet safety.

 34
AN OPEN QUESTION

Why should one be mindful of privacy 
settings on social media platforms? 
Give at least two reasons. 

 33
TRUE OR FALSE

There can be legal consequences for 
cyberbullying. 



 48
A CHALLENGE SPACE

The player on your right gives you 
a challenge related to internet safety.

 47
ABC

Dylan has come across an article about 
a new app that can double a phone’s 
battery life. That is great news because the 
boy needs to charge his phone very often. 
What should Dylan do in this situation?

(a) Immediately download the application 
to save the battery.

(b) Learn more about the app and read 
other users’ reviews to determine the 
reliability of the information. 

(c) Ignore the article and not bother about 
the application.

 46
ABC

Grace has posted photos of her younger 
sister on social media. Grace’s mom doesn’t 
approve of that because she thinks it could 
be dangerous. Grace, on the other hand, 
sees it as an expression of love for her sister 
who looks lovely in the photos. What should 
Grace do?

(a) She should not post pictures of her 
sister because it puts her in danger. 
Moreover, being a minor her sister 
cannot give informed consent. 

(b) She should create a private family album 
to capture beautiful moments without 
compromising security.

(c) Both answers are correct. 

 45
A CHALLENGE SPACE

The player on your right gives you 
a challenge related to internet safety.

 44
AN OPEN QUESTION

What is the di� erence between 
misinformation and disinformation?

 43
TRUE OR FALSE

You can trust the quality of products 
promoted by infl uencers more than ordinary 
online ads. 

 42
ABC

Noah received a notifi cation on his phone 
saying he had won a free game. It includes 
a request for credit card details for verifi ca-
tion purposes. What should Noah do? 

(a) Enter his credit card details to claim 
the free game. 

(b) Report the abuse to his mobile operator 
and to dedicated Computer Security 
Incident Response Team (CSIRT) in his 
country.

(c) Send the notifi cation to his friends 
to disseminate the message.

 41
AN ORDINARY SPACE

Wait one turn. 



 56
ABC

Leah’s classmate has been experiencing 
cyberbullying from anonymous Internet 
users. Leah wants to help her, but is afraid 
that she will become a target as well. 
What should Sonia do? 

(a) Join the conversation and defend her 
classmate against cyberbullying. 

(b) Report cyberbullying to a trusted adult, 
such as a teacher/school psychologist 
or supervisor.

(c) Ignore the situation and hope that it will 
stabilize on its own. 

 55
A CHALLENGE SPACE

The player on your right gives you 
a challenge related to internet safety.

 54
AN OPEN QUESTION

Name two possible situations that can 
happen when you click on an unknown link. 

 53
TRUE OR FALSE

It is the responsibility of social media 
platforms to protect your privacy so you 
don’t have to be cautious about the 
information you share. 

 52
ABC

Mark’s colleague shared a controversial 
photo on social media. Mark fi nds it 
o� ensive, but his colleague says it’s all 
about freedom of one’s expression and 
opinion. What should Mark do? 

(a) Set up a group chat for those outraged 
by this and criticize the colleague there. 

(b) Have a private conversation with 
a colleague to express his reservations. 

(c) Share the photo and protest against 
it in the description.

 51
AN ORDINARY SPACE

Return to space # 41. 

 50
ABC

Justin wants to set a strong PIN code for 
his smartphone. Which of the following 
would be the safest option? 

(a) 123456
(b) 987654 
(c) 516284 

 49
ABC

Hailey has been working on a presentation 
for a biology lesson on vaccines. She found 
an article that discusses their harmful 
e� ects. What should Karolina do before 
she believes the article’s content? 

(a) Check its publication date and sources 
cited by the author; then check the 
credibility of the author and the site that 
published the article. 

(b) There is no need to check the date of 
the publication or the sources because 
if the article is available online, it must 
be true.

(c) Hailey can rely on her intuition. If the 
article is convincing, it must be true.



 60
ABC

Adam and his classmates noticed that some 
of the books in the school library were 
outdated and in poor condition. What 
can boys do?

(a) Send a letter to the school 
administration outlining their concerns 
and suggestions. 

(b) Ignore the problem and focus on 
learning. 

(c) Complain but take no action. 

 59
ABC

Jake’s favorite social media platform has 
added a new feature that collects and 
shares location data by default. This raises 
concern among some users about their 
privacy. What should Jake do? 

(a) Use the new feature because it is a trend 
and everyone has been using it. 

(b) Disable location sharing in the settings 
to protect his privacy. 

(c) He can’t disable this feature because 
the platform’s rules don’t allow it.

 58
A CHALLENGE SPACE

The player on your right gives you 
a challenge related to internet safety.

 57
ABC

Ashley’s colleague has sent her a link to 
a movie that has not yet premiered in 
theaters. What should Ashley do? 

(a) Click on the link and download the 
movie.

(b) Politely refuse and explain to him the 
importance of respecting copyright.

(c) Download the video and share it with 
friends.


